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Questions After the Equifax Data Breach

BY DOMINIC LUCENTE

Consumers may be at risk
for many years.

How long should you worry
about identity theft in the
wake of the Equifax hack?

The correct answer might turn
out to be “as long as you live.” If
your personal data was copied
in this cybercrime, you should at
least scrutinize your credit, bank,
and investment account statements
in the near term. You may have to
keep up that vigilance for years to
come.

Cybercrooks are sophisticated
in their assessment of consumer
habits and consumer memories.
They know that eventually, many
Americans will forget about the
severity and depth of this crime
— and that could be the right time
to strike. All those stolen Social
Security and credit card numbers
may be exploited in the 2020s
rather than today. Or, perhaps
these criminals will just wait
until Equifax’s offer of free credit
monitoring for consumers expires.

Equifax actually had its data
breached twice this year.

On September 18, Equifax said
that their databases had been en-
tered in March, nearly five months
before the well-publicized, late-Ju-
ly violation. Its spring security ef-
fort to prevent another hack failed.
Bloomberg has reported that the
same hackers may be responsible
for both invasions.?

Should you accept Equifax’s
offer to try and protect your
credit?

Many consumers have, but with
reservations. Some credit monitor-
ing is better than none, but those
who signed up for Equifax’s Trust-
edID Premier protection agreed to
some troubling fine print. By en-
rolling in the program, they may
have waived their right to join any
class action lawsuits against Equi-
fax. Equifax claims this arbitration
clause does not apply to consumers
who sought protection in response
to the hack, but lawyers are not so
sure.!

Should you freeze your credit?

Some analysts recommend this
move. You can request all three
major credit agencies (Equifax,
Experian, TransUnion) to do this for
you. Freezing your credit accounts
has no effect on your credit score.
It stops a credit agency from giving
your personal information to a
creditor, which should lower your
risk for identity theft. The only
hassle here is that if you want to buy
a home, rent an apartment, or get a

new credit card, you will have to
pay a fee to each of the three firms
to unfreeze your credit.!

Three other steps may
improve your level of
protection.

Change your account pass-
words; this simple measure could
really strengthen your defenses.
Choose two-factor authentication
when it is offered to you — this is
when an account requires not just a
password, but a second code neces-
sary for access, which is sent in a
text message to the accountholder’s
mobile device. You can also ask for
fraud alerts to be placed on your
credit reports, but you must keep re-
newing them every 90 days.!

What other tools can help
watch over your statements?

If your bank, credit union, or
credit card issuer does not offer
identity theft protection and credit
monitoring, consider free apps such
as Credit Karma, Credit Sesame, and
Clarity Money. Apart from simply
protecting your credit and bank
accounts, programs like EverSafe,
Identity Guard, and LifeLock have
the capability to scan the “dark
web”” where personal information is
sold in addition to monitoring your
credit reports. (You may be able to
take advantage of a free, 30-day
trial.)!

When a pillar of worldwide
credit reporting has its data stolen
twice in five months, the trust of the
public is shaken. The lesson for the
consumer, as depressing as it may
be, is not to be too trusting of the
online avenues and vaults through
which personal information passes.
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WHAT’'S NEXT?
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Each year, nearly 150 million
households file their federal tax
returns:  digging for  receipts;
gathering mortgage, retirement, and
investment account statements; and
trying to take advantage of every tax
break the code permits.
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the massive security breach that affects over 600,000

EQUIFAX CLASS ACTION
FILED FOR
NEW HAMPSHIRE

Douglas, Leonard and Garvey, P.C. announced that
it has filed a class action federal suit against Equifax for

New Hampshire residents. The 36 page complaint is
available for viewing at the law firm’s website www.
nhlawoffice.com. The initial plaintiffs are residents

website and have been told that their information “may

438. People who have been hacked and have had their

form may be accessed at the firm’s website and there

of Merrimack County who have gone on to the Equifax

have been impacted by this incident.”
The class action is pending in the United States
District Court in Concord and is civil case number 17-

credit directly affected by purchases or loans taken out
in their name should definitely provide information to us
by going onto our website and emailing the particulars
of their hack. To participate in the case, a short email

is no cost or obligation on the part of any affected New
Hampshire consumer.
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